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Where most companies are today

Where companies want to be 

Security Operations

Security Operations
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BASIC

Passwords / AD

Patch Management

Backups

PERIMETER

Firewalls

SPAM / Web Filters

WAF / Proxy

DEFENSE-IN-

DEPTH

Endpoint (AV, AEP)

DLP / SSL Inspection

Anti-DDoS / IPS / CASB

IDENTIFY

PROTECT

DETECT

RESPOND

RECOVER

BUSINESS 

RESILIENCE

Proactive

Confident

Compliant

Insurable
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Maintaining compliance in security requires people, 
processes and technology
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Technology – Easy to buy / Hard 

to manage

• NGFW

• EDR

• SWG

• SIEM

• SOAR

• Threat Intelligence

• NDR

• …
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Processes – Easy to forget / Easy to left halfway

• Security Incident Management

• Incident Response Policy & Plan & Process

• Threat Hunting

• Continuous Development

• …
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People – Hard to find / Hard to 

keep

• L1-L3 Security Analysts

• Security System Specialists

• Security Manager

• SOC Manager

• CISO

• …

”The Security Triad – Technology & Processes & People (TPP)”
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Key areas
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Arctic Wolf MDR, Managed Risk, Managed Security Awareness, and Incident Response

1. Policies on risk analysis and information system security

2. Policies and procedures for assessing the effectiveness 

of measures to manage cyber security risks

3. Policies and procedures regarding the use of 

cryptography and, where applicable, encryption

4. incident handling (prevention, detection, and response to 

incidents)

5. Business continuity, such as backup management and disaster 

recovery, and crisis management

6. Supply chain security, including security-related aspects 

relating to the relationship between the individual entity 

and its direct suppliers or service providers

7. Security in connection with the acquisition, 

development and maintenance of networks and 

information systems, including the handling and 

publication of vulnerabilities

8. Basic Cyber ​​Hygiene Practices and Cyber ​​Security Education

9. Personnel security, access control policies and asset management 1
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NIS 2
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NIS2 Comparison Security Operation Services
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• Full insight and visibility - you can't protect what you can't see

• Overview and insight into the entire infrastructure – Assets inventory and Assets Management

• Monitoring 24/7/365 

o Based on telemetry from the entire infrastructure including cloud, OT, IaaS, SaaS, Network, Firewall, Endpoints, 

Identity, AD, etc.

o Incident handling

o 30 min response time, root cause, remediation plan and online incident response, incident response planning.

o Documentation and rapporting

• Proactive identifying, documenting and planning the remediation of vulnerabilities

• Continuous vulnerability scans, internal, external, host, identification of vulnerabilities, documentation, prioritization and planning of 

remediation
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Key Areas of NIS2
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Thank You

Contact: Ari Gudmannsson 

Email: ari.gudmannsson@arcticwolf.com

Phone: +45 31 22 10 70

mailto:ari.gudmannsson@arcticwolf.com
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