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Sweden's liquor shelves to run empty this
week due to ransomware attack

A ransomware attack on a Swedish logistics company has prompted warnings
from the country’s sole liquor retailer that its top shelves in stores around the
country may be empty by the end of the week.

The directly affected company, Skanlog, is a critical distributor for
Systembolaget, the Swedish government-owned retail chain with a monopoly on
the sale of beverages stronger than 3.5% alcohol by volume.

Skanlog’s chief executive, Mona Zuko, told newspaper Dagens Industri that the
incident was a ransomware attack from a group based in North Korea. The basis
on which that attribution was made is not clear.

The logistics company is so important to Systembolaget that the company’s
press officer, Teodor Almqvist, warned that certain beers, wines and spirits —
and even paper bags — could be sold out within a few days.

All beverage categories at all stores throughout the country are affected.
Systembolaget said there was no risk of “total drying out” but that certain brands
were likely to disappear until deliveries started arriving again.
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“The blue screen
of death”

fn error has occurred. To continue:

Press Enter to return to Windows, or

Press CTRL+ALT+DEL to restart your computer. If you do this,
you will lose any unsaved information in all open applications.

Error: OE : O16F : BFF9B3D4

Press any key to continue _




@ BOEING

Commercial Defense Space

How Boeing 737 MAX
MCAS works"

737 MAX SOFTWARE UPDATE

AOA SENSOR

OVERVIEW TRAINING FLIGHT DECK DISPLAYS
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Boeing 787 Dreamliner

Index of /onsParts/airplaneCredentials

Name Last modified Size Description
& Parent Direclory -
[2] 170512-204146-N7X72T. > 2018-09-17 15:15 1.0K
[?) 170524.155747-N7X72T.> 2017-06-01 16:35 1.0K
[?) 170602-210030-N7378T.> 2017-06-05 14:55 1.0K
[?) 170713-173901-N7X72T.> 2017-07-21 00:35 1.0K
[?) 170725-010650-N7378T.> 2017-08-01 18:55 10K
[#) 170801-185542-N7378T. > 2017-08-02 14:15 10K
[?) 170822-160357-N7378T.> 2017-08-26 21:05 10K
m 170914-153637-N7X72T.> 2017-09-24 21:05 1.0K
[P 170928-211404-N7X72T..> 2017-10-20 14:05 1.0K
{Z} 171116-033708-N7X72T.> 2018-02-02 07:25 1.0K
[?) 180202-032739-N7X72T.> 2018-02-12 13:05 1.0K
[?) 180211-104742-N7X72T. > 2018-02-19 02:25 1.0K
[?) 180219-212925 N7X72T.> 2018-02-20 22:15 1.0K
() ACN4D-KEYS-0005/ 2017-04-20 19:25 -
(£ ACN49-KEYS-0001/ 2017-04-18 01:00

() BOE2F-0AS6-123C/ 2016-08-16 21:34

(£ ITL3C-APK0-0007/ 2017-03-21 16:45

Wired Ethernet Ports
Flight Deck and Both EE Bays

Terminal Wireless
Local Area Network Unit

Video Surveiliance
(optional)

Electronic Flight
Bag Displays

cesnnnas

Core Network

Crew Wireless Electronic Flight Bag Servers Graphics Printer

Local Area Network Units

(optional)

+ September 2018

» Publicly available Boeing server

« Google query

Files

« 787’s Core Network Cabinet Fw

« 737’s Onboard Network System Fw

VM to VPN into a Boeing network

https://act-on.ioactive.com/acton/attachment/34793/f-cd239504-44e6-42ab-85ce-

91087de817d9/1/-/-/-[-IArm-

IDA%20and%20Cross%20Check%3A%20Reversing%20the%20787%27s%20Core%20Network.

pdf?utm campaign=2023+-+I0Active+%7C+Promotions+-+blog



https://act-on.ioactive.com/acton/attachment/34793/f-cd239504-44e6-42ab-85ce-91087de817d9/1/-/-/-/-/Arm-IDA%20and%20Cross%20Check%3A%20Reversing%20the%20787%27s%20Core%20Network.pdf?utm_campaign=2023+-+IOActive+%7C+Promotions+-+blog
https://act-on.ioactive.com/acton/attachment/34793/f-cd239504-44e6-42ab-85ce-91087de817d9/1/-/-/-/-/Arm-IDA%20and%20Cross%20Check%3A%20Reversing%20the%20787%27s%20Core%20Network.pdf?utm_campaign=2023+-+IOActive+%7C+Promotions+-+blog
https://act-on.ioactive.com/acton/attachment/34793/f-cd239504-44e6-42ab-85ce-91087de817d9/1/-/-/-/-/Arm-IDA%20and%20Cross%20Check%3A%20Reversing%20the%20787%27s%20Core%20Network.pdf?utm_campaign=2023+-+IOActive+%7C+Promotions+-+blog
https://act-on.ioactive.com/acton/attachment/34793/f-cd239504-44e6-42ab-85ce-91087de817d9/1/-/-/-/-/Arm-IDA%20and%20Cross%20Check%3A%20Reversing%20the%20787%27s%20Core%20Network.pdf?utm_campaign=2023+-+IOActive+%7C+Promotions+-+blog
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Don't be the weakest link in the security chain.
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Supply Chain Attack

Backdoor access

Solorigate attack

High-level end-to-end sophisticated supply-chain compromise

Attacker
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“Coordinated Vulnerability ,Disclosure”
(CVD) hefur varla tidkast a Islandi
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Jics > Vulnerability Disclosure

Details Publications News Events

fixing, mitigating, and reporting
new vulnerabilities before they
are exploited, CVD is crucial for
protecting users and
strengthening cybersecurity in
the EU.

Vulnerability Disclosure

Coordinated Vulnerability Disclosure

The digital world sees constantly the discovery of new vulnerabilities. These weaknesses can leave users exposed to attacks that steal data or disrupt critical
systems. Coordinated Vulnerability Disclosure (CVD) is critical to protecting users. It tries to ensure that vulnerabilities are disclosed to the public after the
responsible parties developed a fix, a patch or provide mitigation measures to limit the threat posed by the exploitation of a vulnerability.




“Coordinated Vulnerability Disclosure” (CVD) hefur varla tidkast a islandi

Oryggissérfraedingur Fyrirteeki Birginn Vidskiptavinir birgjans
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Samtals tilkynntir veikleikar hja Defend Iceland

Samtals 137 stadfestir veikleikar i
gegnum villuveidigatt Defend Iceland critical

18.6%

® 95% veikleika adur 6pekktir Informational
(ekki med skrdd CVE numer)

® 56% af veikleikunum flokkadir sem ‘Medium’
eda haerra.

® Alvarlegustu veikleikarnir gatu leitt til alvarlegra
gagnaleka eda gagnagislaarasa

® Langsamlega flestir pessara veikleika voru
lagadir mjog fljott og engin 6gn stendur af peim
lengur.




Veikleikatilkyningar yfir timabil

® Mikil virkni innan samfélagsins

® Tilkynningartidni eykst med hverjum manudi.

® Metfjoldi veikleikatilkynninga barust i @ Informational
September (medtaltali 1,1 dag) : N
@ High
® Birgdakedja islensk hugbtnadar farin ad Critical

styrkjast. Daeemi um fundna veikleika i
vefumsjoénar kerfum, mannauds og umsoéknar
kerfum, skjalastjornunarkerfum,
vidskiptakerfum (SaaS) og
audkenningarkerfum hefur jadkvaed ahrif 3
samfélagié i heild ® e 00 WS o o W 0

o Eftir Stendur mikil a’Skorun aa na’ fram 2024-04-01 2024-05-01 2024-06-01 2024-07-01 2024-08-01 2024-09-01 2024-10-01
“Coordinated Vulnerability Disclosure” fram
a Islandi

® Folk og fyrirtaeki hraedd vid ordid “veikleiki”



{} defend Iceland
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