Taming the Boggart: Navigating
Increasing Compliance
Requirements

A Journey Through the Do's and Don'ts in Compliance and
Cybersecurity

Istvan Végh-Sigurvinsson

5 Fjarskiptastofa ‘



/ What We’ll Cover Today

Introduction:
- A brief summary of the rising complexity of compliance requirements.
- What challenges do we face today? Why is this like taming a Boggart?

Key Sections:
. Understanding Compliance as a Journey, Not a Destination.
. Dos and Don'ts: Lessons from My Experience.

- Practical Steps for Navigating Cybersecurity and Compliance Together.

. Closing Takeaways & Questions.
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The Boggart of Compliance — Defining the Monster

. Compliance challenges are like a Boggart—ever-changing and
manifesting as our worst fears (GDPR breaches, cyber threats,
regulatory penalties).

- Growing regulations (GDPR, 1SOs, NIS2, DORA, Sustainability, etc.)
and the need to constantly adapt.

. Cybersecurity's pivotal role in protecting sensitive data and maintaining
compliance.

Key Point: Compliance is an evolving challenge—it's about more than just
fear; it's about understanding and preparation.

7



e
/Learning from the Field: My Compliance Journey /

Brief Overview of My Roles:

- Compliance Officer: Designing and implementing security and privacy
policies.

. Director of Studies: Managing compliance in a different setting—
education and leadership roles.

Key Realization:

. Different industries, same core challenges: The principles of
compliance—whether in finance or education—center on governance,
risk mitigation, and accountability.

Key Point: Every organization, regardless of sector, faces its own Boggart of
compliance
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Dos and Don’ts of Compliance

Dos:

1.Integrate Compliance Early: Don’t wait for external audits or
breaches to make compliance a priority. Embed it into business
strategies from day one.

2.Foster a Culture of Compliance: Train teams, make it a shared
responsibility, and empower all departments to understand their
role in compliance.

* Regularly Update Policies and Procedures: Compliance isn’t static.

Periodic reviews ensure your systems and processes meet current
regulations
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/ Dos and Don’ts of Compliance

Don'ts:

1.Don’t Treat Compliance as a Checkbox Exercise: It's not just
about passing audits; it’s about continuous protection and
Improvement.

2.Avoid Siloed Thinking: Compliance and cybersecurity teams should
collaborate—segregating these functions can leave blind spots.

3.Don’t Rely Solely on External Auditors: Internal ownership is key.
Regular self-audits ensure preparedness and adaptability.

Key Point: Compliance requires a proactive, integrated, and continuous
approach.
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The Cybersecurity-Compliance Link — Two sides of
the same coin

Control — task — implementation - audit
Practical Tips:

1.Regular Penetration Testing: Always test the strength of your
defense

2.Encryption and Data Anonymization: Secure sensitive data
through effective encryption practices

3.Incident Response Plans: Prepare for breaches with a robust
response plan that aligns with compliance laws

Key Point: Strong cybersecurity practices ensure compliance, reducing
vulnerabilities to attacks and regulatory penalties.
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/Navigating Common Compliance Pitfalls /
Challenges:
1.Rapidly Changing Regulations: Staying up-to-date with laws
like GDPR and ISO standards.

2.Resistance to Change: Overcoming internal resistance from teams
that see compliance as cumbersome.

3.Underestimating Risks: Organizations often underestimate the
Impact of non-compliance or assume they are too small to be
affected.
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Navigating Common Compliance Pitfalls

Solutions:
1. Continuous Education: Stay informed on new regulations and adapt
quickly.
2.Change Management: Lead with empathy and demonstrate the value
of compliance for long-term success.
3. Risk Assessments: Regular, thorough assessments prevent future
SUrprises.

Key Point: Challenges are inevitable, but they can be mitigated with
preparation, flexibility, and leadership.
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/ Practical Steps for Taming the Compliance Boggart /

Framework
1. Create Clear Policies: Strong, well-defined policies lay the
groundwork for smooth compliance.
2. Audit Regularly: Proactively audit systems for vulnerabilities and
compliance gaps.
3. Invest in the Right Tools: Automation and compliance management
software can simplify complex processes.

4.Cross-Functional Collaboration: Ensure communication between
compliance, legal, IT, and business units.

Key Point: With the right tools and strategies, compliance becomes less
Intimidating and more manageable.
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The Role of Leadership in Compliance

Content:
. The importance of compliance leadership from the top.

- Leaders should model commitment to compliance, ensuring it's
embedded in the company culture.

Key Actions for Leaders:

1.Visibility: Be visible in compliance efforts, leading discussions and
actions.

2.Empowerment: Empower teams to take responsibility for
compliance In their respective roles.

3.Continuous Learning: Encourage constant learning and adaptation
to regulatory changes.

Key Point: Leadership is crucial to maintaining a culture of compliance and
overcoming resistance. /
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/ Final Takeaways

Summary of Key Points:
. Compliance Is an evolving, continuous journey.

. The integration of cybersecurity is critical for ensuring
compliance.

. Leadership and a proactive culture are essential for success.

Closing Thought:

Taming the compliance Boggart requires vigilance, collaboration,
and ...
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THANK YOU!

SCAN ME
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